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DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
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DEALINGS IN THE SOFTWARE.
Ex ept as ontained in this noti e, the name of the X Consortium shall not be
used in advertising or otherwise to promote the sale, use or other dealings in
this Software without prior written authorization from the X Consortium.
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Introdu tion

The Se urity extension ontains new proto ol needed to provide enhan ed X
server se urity. The Se urity extension should not be exposed to untrusted
lients (de ned below).
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Requests

2.1

Se urityQueryVersion

This request returns the major and minor version numbers of this extension.
Se urityQueryVersion
lient-major-version

)

lient-minor-version

: CARD16
: CARD16

server-major-version : CARD16
server-minor-version : CARD16

The lient-major-version and lient-minor-version numbers indi ate what
version of the proto ol the lient wants the server to implement. The
server-major-version and the server-minor-version numbers returned indi ate
the proto ol this extension a tually supports. This might not equal the
version sent by the lient. An implementation an (but need not) support
more than one version simultaneously.
The server-major-version and
server-minor-version allow the reation of future revisions of the Se urity
proto ol that may be ne essary. In general, the major version would
in rement for in ompatible hanges, and the minor version would in rement
for small, upward- ompatible hanges. Servers that support the proto ol
de ned in this do ument will return a server-major-version of one (1), and a
server-minor-version of zero (0).
Clients using the Se urity extension must issue a Se urityQueryVersion
request before any other Se urity request in order to negotiate a ompatible
proto ol version; otherwise, the lient will get unde ned behavior (Se urity
may or may not work).
2.2

Se urityGenerateAuthorization

This request auses the server to reate and return a new authorization with
spe i
hara teristi s. Clients an subsequently onne t using the new
authorization and will inherit some of the hara teristi s of the authorization.
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Se urityGenerateAuthorization

value-list

:
:
:
:

authorization-id
authorization-data-return

: AUTHID
: STRING8

authorization-proto ol-name
authorization-proto ol-data
value-mask

)

STRING8
STRING8
BITMASK
LISTofVALUE

Errors: AuthorizationProto ol, Value, Allo
authorization-proto ol-name is the name of the authorization method for
whi h the server should generate a new authorization that subsequent lients
an use to onne t to the server. If the authorization-proto ol-name is not one
that the server supports, or if authorization-proto ol-data does not make
sense for the given authorization-proto ol-name, an AuthorizationProto ol
error results.
authorization-proto ol-data is authorization-method spe i
used in some way to generate the authorization.

data that an be

Note: in this version of the extension, the only authorization method required
to be supported is \MIT-MAGIC-COOKIE-1" with any amount of
authorization-proto ol-data (in luding none).
The server may use the
authorization-proto ol-data as an additional sour e of randomness used to
generate the authorization. Other authorization methods an supply their
own interpretation of authorization-proto ol-data.
The value-mask and value-list spe ify attributes of the authorization that are
to be expli itly initialized. The possible values are:
Attribute
timeout
group
trust-level
event-mask

Type
CARD32
XID or None
Se urityClientTrusted,
Se urityClientUntrusted
Se urityAuthorizationRevoked,
or None

f

g

Default
60
None
Se urityClientUntrusted
None

timeout is the timeout period in se onds for this authorization. A timeout
value of zero means this authorization will never expire. For non-zero timeout
values, when timeout se onds have elapsed sin e the last time that the
authorization entered the state of having no onne tions authorized by it, and
if no new onne tions used the authorization during that time, the
authorization is automati ally purged. (Note that when an authorization is
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reated, it enters the state of having no onne tions authorized by it.)
Subsequent onne tion attempts using that authorization will fail. This is to
fa ilitate \ re and forget" laun hing of appli ations.
group is an appli ation group ID as de ned by the Appli ation Group
extension, or None. Any other values will ause a Value error. When a group
is destroyed, all authorizations spe ifying that group are revoked as des ribed
under the Se urityRevokeAuthorization request. The Appli ation Group
extension atta hes additional semanti s to the group.
trust-level tells whether lients using the authorization are trusted or
untrusted. If trust-level is not one of the onstants Se urityClientTrusted or
Se urityClientUntrusted, a Value error results.
event-mask de nes whi h events the lient is interested in for this
authorization. When the authorization expires or is revoked if event-mask
ontains Se urityAuthorizationRevoked a Se urityAuthorizationRevoked event
is reported to the lient.
The Se urityAuthorizationRevoked event ontains the following eld:
Field
authorization-id

Type
AUTHID

where authorization-id is the identi ation of the authorization that was
revoked.
If an invalid value-mask is spe i ed, a Value error o urs.
The returned authorization-id is a non-zero value that uniquely identi es this
authorization for use in other requests. The value spa e for type AUTHID is
not required to be disjoint from values spa es of other ore X types, e.g.
resour e ids, atoms, visual ids, and keysyms. Thus, a given numeri value
might be both a valid AUTHID and a valid atom, for example.
authorization-data-return is the data that a lient should use in some
authorization-method-spe i
way to make a onne tion with this
authorization. For \MIT-MAGIC-COOKIE-1," authorization-data-return
should be sent as the authorization-proto ol-data in the onne tion setup
message.
It is not required that other authorization methods use
authorization-data-return this way.
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2.3

Se urityRevokeAuthorization

This
request
deletes
Se urityGenerateAuthorization.

an

authorization

reated

by

Se urityRevokeAuthorization
authorization-id

: AUTHID

Errors: Authorization
If authorization-id does not name a valid authorization, an Authorization
error o urs. Otherwise, this request kills all lients urrently onne ted using
the authorization spe i ed by authorization-id. The authorization is deleted
from the server's database, so future attempts by lients to onne t with this
authorization will fail.

Changes to Core Requests

3

A server supporting this extension modi es the handling of some ore requests
in the following ways.
3.1

Resour e ID Usage

If an untrusted lient makes a request that spe i es a resour e ID that is not
owned by another untrusted lient, a proto ol error is sent to the requesting
lient indi ating that the spe i ed resour e does not exist. The following
ex eptions apply. An untrusted lient an:
1. use the QueryTree, GetGeometry, and TranslateCoordinates requests
without restri tion.
2. use olormap IDs that are returned in the default- olormap eld of its
onne tion setup information in any olormap requests.
3. spe ify a root window as:
(a) the drawable eld of CreatePixmap, CreateGC, and QueryBestSize.
(b) the parent eld of CreateWindow.
( ) the window eld of CreateColormap, ListProperties, and
GetWindowAttributes.
(d) the grab-window or on ne-to elds of GrabPointer.
(e) the grab-window eld of UngrabButton.
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(f) the destination of SendEvent, but only if all of the following are
true. (These onditions over all the events that the ICCCM
spe i es with a root window destination.)
i. The propogate eld of SendEvent is False.
ii. The event-mask eld of SendEvent is ColormapChange,
Stru tureNotify, or the logi al OR of Substru tureRedire t
with Substru tureNotify.
iii. The event type being sent is UnmapNotify, Con gureRequest,
or ClientMessage.
(g) the window eld of ChangeWindowAttributes, but only if the
value-mask ontains only event-mask and the orresponding value
is Stru tureNotify, PropertyChange, or the logi al OR of both.
ISSUE: are root window ex eptions needed for these?
WarpPointer,
ReparentWindow (parent), Cir ulateWindow, QueryPointer (ema s does this),
GetMotionEvents.
3.2

Extension Se urity

This extension introdu es the notion of se ure and inse ure extensions. A
se ure extension is believed to be safe to use by untrusted lients; that is,
there are no signi ant se urity on erns known that an untrusted lient ould
use to destroy, modify, or steal data of trusted lients. This belief may be
founded on a areful analysis of the extension proto ol, its implementation,
and measures taken to \harden" the extension to lose se urity weaknesses.
All extensions not onsidered se ure are alled inse ure. The implementation
details of how an extension is identi ed as as se ure or inse ure are beyond
the s ope of this spe i ation.
ListExtensions will only return names of se ure extensions to untrusted
lients.
If an untrusted lient uses QueryExtension on an inse ure extension that the
server supports, the reply will have the present eld set to False and the
major-op ode eld set to zero to indi ate that the extension is not supported.
If an untrusted lient su essfully guesses the major op ode of an inse ure
extension, attempts by it to exe ute requests with that major op ode will fail
with a Request error.
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3.3
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Keyboard Se urity

The proto ol interpretation hanges in this se tion are intended to prevent
untrusted appli ations from stealing keyboard input that was meant for
trusted lients and to prevent them from interfering with the use of the
keyboard.
The behavior of some keyboard-related requests and events is modi ed when
the lient is untrusted depending on ertain server state at the time of request
exe ution or event generation. Spe i ally, if a hypotheti al keyboard event
were generated given the urrent input fo us, pointer position, keyboard grab
state, and window event sele tions, and if that keyboard event would not be
delivered to any untrusted lient, the following hanges apply:
1. The bit ve tor representing the up/down state of the keys returned by
QueryKeymap and KeymapNotify is all zeroes.
2. GrabKeyboard returns a status of AlreadyGrabbed.
3. SetInputFo us does nothing. Note that this means the Globally A tive
Input and WM TAKE FOCUS me hanisms spe i ed in the ICCCM will
not work with untrusted lients.
4. Passive grabs established by GrabKey that would otherwise have
a tivated do not a tivate.
If an untrusted lient attempts to use any of the following requests, the only
e e t is that the lient re eives an A ess error: SetModi erMapping,
ChangeKeyboardMapping, ChangeKeyboardControl.
If an InputOnly window owned by an untrusted lient has a parent owned by
a trusted lient, all attempts to map the window will be ignored. This
in ludes mapping attempts resulting from MapWindow, MapSubwindows,
ReparentWindow, and save-set pro essing.
3.4

Image Se urity

It should be impossible for an untrusted lient to retrieve the image ontents
of a trusted window unless a trusted lient takes a tion to allow this. We
introdu e the following defenses in support of this requirement.
The restri tions on resour e ID usage listed above prevent untrusted lients
from using GetImage dire tly on windows not belonging to trusted lients.
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If an untrusted lient tries to set the ba kground-pixmap attribute of an
untrusted window to None, the server will instead use a server-dependent
ba kground whi h must be di erent than None.
The X proto ol des ription of GetImage states that the returned ontents of
regions of a window obs ured by noninferior windows are unde ned if the
window has no ba king store. Some implementations return the ontents of
the obs uring windows in these regions. When an untrusted lient uses
GetImage, this behavior is forbidden; the server must ll the obs ured regions
in the returned image with a server-dependent pattern.
If an untrusted window has trusted inferiors, their ontents are vulnerable to
theft via GetImage on the untrusted parent, as well as being vulnerable to
destru tion via drawing with subwindow-mode In ludeInferiors on the
untrusted parent. An untrusted window having trusted inferiors an only
o ur at the request of a trusted lient. It is expe ted to be an unusual
on guration.
3.5

Property Se urity

Unlike the other se urity provisions des ribed in this do ument, se urity for
property a ess is not amenable to a xed poli y be ause properties are used
for inter- lient ommuni ation in diverse ways and may ontain data of
varying degrees of sensitivity. Therefore, we only list the possible restri tions
the server may de ide to impose on use of properties on trusted windows by
untrusted lients. How the server hooses whi h restri tions from this list to
apply to a parti ular property a ess is implementation dependent 1 .
The X Proto ol property requests are ChangeProperty, GetProperty,
DeleteProperty, RotateProperties, and ListProperties. For these requests, the
server an allow the request to exe ute normally (as if it had been issued by a
trusted lient), ignore the request ompletely (as if it were a NoOperation), or
ignore the request ex ept to send an Atom error to the lient. Ignoring a
ListProperties request means replying that the window has no properties.
ListProperties may also reply with a subset of the existing properties if the
server is doing property hiding; see below. An ignored GetProperty request
may reply that the property does not exist, or that it exists but ontains no
data.
The server may de ide to hide ertain properties on ertain windows from
untrusted lients2 . If a property is to be hidden, it must be done onsistently
1 In the X Consortium server implementation, property a ess is ontrolled by a
on guration le; see the -sp option in the Xserver(1) manual page.
2 The X Consortium server implementation does not urrently provide a way to hide
properties.
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to avoid onfusing lients. This means that for untrusted lients:

 That property should be returned by ListProperties.
 PropertyNotify events should be sent for that property.
 GetProperty on that property should reply that the property does not
not

not

exist (the return type is None, the format and bytes-after are zero, and
the value is empty).

For a property that the server is prote ting but not hiding, onsisten y must
also be maintained:

 That property
be returned by ListProperties.
 PropertyNotify events
be sent for that property.
 GetProperty on that property should reply that the property exists (if it
should

should

really does) but the value is empty (return type and format are their
real values, and the "length of value" eld in the reply is zero).

3.6

Mis ellaneous Se urity

If an untrusted lient attempts to use ChangeHosts, ListHosts, or
SetA essControl, the only e e t is that the lient re eives an A ess error.
If an untrusted lient attempts to use ConvertSele tion on a sele tion with a
trusted sele tion owner window, the server generates a Sele tionNotify event
to the requestor with property None.

4

New Authorization Method

This extension in ludes a new authorization method named
\XC-QUERY-SECURITY-1". Its purpose is to allow an external agent su h
as the X rewall proxy to probe an X server to determine whether that server
meets ertain se urity riteria without requiring the agent to have its own
authorization for that server. The agent may use the returned information to
make a de ision. For example, the X rewall proxy may hoose not to forward
lient onne tions to servers that do not meet the riteria.
To use this authorization method, the lient (or proxy) sends
\XC-QUERY-SECURITY-1" as the authorization-proto ol-name in the initial
onne tion setup message. The authorization-proto ol-data may be empty or
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may ontain additional se urity riteria desribed below. If the su ess eld of
the server's reply is Authenti ate, the server supports the se urity extension,
and the server meets all spe i ed additional se urity riteria. In this ase, the
lient should resend the initial onne tion setup message substituting the
authorization proto ol name and data that should be used to authorize the
onne tion. If the su ess eld of the server's reply is anything other than
Authenti ate, either the server does not support the se urity extension, does
not meet (or annot determine if it meets) all of the additional se urity
riteria, or hooses for internal reasons not to answer with Authenti ate. In
this ase, the lient should lose the onne tion.
If the authorization-proto ol-data sent with \XC-QUERY-SECURITY-1" is
not empty, it spe i es additional se urity riteria for the server to he k, as
follows.
authorization-proto ol-data
poli y-mask
poli ies

: BITMASK
: LISTofSECURITYPOLICY

The poli y-mask eld is any logi al-OR ombination of the onstants
Extensions and SitePoli ies. For ea h bit set in poli y-mask, there is a
SECURITYPOLICY element in poli ies. The nth element in poli ies
orresponds to the nth 1-bit in poli y-mask, ounting upward from bit 0.

f

SECURITYPOLICY
poli y-type

names

g

: Disallow, Permit
: LISTofSTR

For a SECURITYPOLICY orresponding to poli y-mask Extensions, if
poli y-type is Disallow the server is required to onsider as inse ure all
extensions given in names. No poli y is spe i ed for extensions not listed in
names. If poli y-type is Permit the server may onsider only those extensions
given in names to be se ure; all other extensions must be treated as inse ure.
If these onstraints are not met, the server should not return Authenti ate in
the su ess eld of the reply. Servers an but need not dynami ally on gure
themselves in response to an Extensions SECURITYPOLICY; a onforming
server might simply ompare the poli y with a ompiled-in table of extensions
and their se urity status.
For a SECURITYPOLICY orresponding to poli y-mask SitePoli ies,
poli y-type Disallow means the server must not have been on gured with any
of the site poli ies given in names. Poli y-type Permit means the server must
have been on gured with at least one of the site poli ies given in names. If
these onstraints are not met, the server should not return Authenti ate in
the su ess eld of the reply.
SitePoli ies provide a way to express new forms of se urity-relevant
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information that ould not be anti ipated at the time of this writing. For
example, suppose the server is found to have a riti al se urity defe t. When
a x is developed, a site poli y string ould be asso iated with the x. Servers
with the x would advertise that site poli y, and the X rewall proxy would
spe ify that site poli y in a SECURITYPOLICY with poli y-type Permit.

5

En oding

Please refer to the X11 Proto ol En oding do ument as this se tion uses
synta ti onventions and data types established there.
The name of this extension is \SECURITY".
5.1

Types

AUTHID: CARD32
5.2

Request En oding

Se urityQueryVersion

1
1
2
2
2

CARD8
0
2
CARD16
CARD16

major-op ode
minor-op ode
request length
lient-major-version
lient-minor-version

1
1
2
4
2
2
20

1

Reply
unused
sequen e number
reply length
server-major-version
server-minor-version
unused

)

CARD16
0
CARD16
CARD16

Se urityRevokeAuthorization

1
1
2
4

CARD8
2
2
AUTHID

major-op ode
minor-op ode
request length
authorization-id
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Se urityGenerateAuthorization

1
1
2
2
2
m
n
p
4

4s

CARD8
1
3 + (m+n+3)/4 + s
CARD16
CARD16
STRING8
STRING8
BITMASK
#x00000001
#x00000002
#x00000004
#x00000008
LISTofVALUE

VALUES
4
CARD32
4
0
1
4
XID
0
4
CARD32
#x00000001

)

1
1
2
4
4
2
18
q
r

1
CARD16
(q+3)/4
AUTHID
CARD16
STRING8

timeout
trust-level
group
event-mask

major-op ode
minor-op ode
request length
m, number of bytes in authorization proto ol name
n, number of bytes in authorization data
authorization proto ol name
authorization proto ol data
unused, p=pad(m+n)
value-mask (has s bits set to 1)

value-list

timeout
trust-level
Se urityClientTrusted
Se urityClientUntrusted
group
None
event-mask
Se urityAuthorizationRevoked
Reply
unused
sequen e number
reply length
authorization-id
data-length
unused
authorization-data-return
unused, r=pad(q)
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5.3

Event En oding

Se urityAuthorizationRevoked

1
1
2
4
24

5.4

0+extension event base
CARD16
AUTHID

ode
unused
sequen e number
authorization id
unused

Authorization Method En oding

For
authorization-proto ol-name
\XC-QUERY-SECURITY-1",
authorization-proto ol-data is interpreted as follows:

the

authorization-proto ol-data

1
m

BITMASK
#x00000001 Extensions
#x00000002 SitePoli ies
LISTofSECURITYPOLICY

poli y-mask
poli ies

SECURITYPOLICY

1
1
n

0
1
CARD8
LISTofSTR

Permit
Disallow

poli y-type
number of STRs in names
names

LISTofSTR has the same en oding as in the X proto ol: ea h STR is a single
byte length, followed by that many hara ters, and there is no padding or
termination between STRs.

6

C Language Binding

The header for this extension is <X11/extensions/se urity.h>.
identi er names provided by this header begin with XSe urity.

All

All fun tions that have return type Status will return nonzero for su ess and
zero for failure.
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Status
XSe urityQueryExtension ( Display *
int * minor version return )

dpy

, int *

,

major version return

XSe urityQueryExtension sets major version return and minor version return
to the major and minor Se urity proto ol version supported by the server. If
the Se urity library is ompatible with the version returned by the server, it
returns nonzero. If dpy does not support the Se urity extension, or if there
was an error during ommuni ation with the server, or if the server and
library proto ol versions are in ompatible, it returns zero. No other XSe urity
fun tions may be alled before this fun tion. If a lient violates this rule, the
e e ts of all subsequent XSe urity alls that it makes are unde ned.
Xauth *
XSe urityAllo Xauth ( void )
In order to provide for future evolution, Xauth stru tures are used to pass and
return authorization data, and the library provides ways to allo ate and
deallo ate them.
XSe urityAllo Xauth must be used to allo ate the Xauth stru ture that is
passed to XSe urityGenerateAuthorization.
For the purposes of the Se urity extension, the Xauth stru ture has the
following elds:
Type
unsigned short
har *
unsigned short
har *

Field name
name length
name
data length
data

Des ription
number of bytes in name
authorization proto ol name
number of bytes in data
authorization proto ol data

The Xauth stru ture returned by this fun tion is initialized as follows:
name length and data length are zero, and name and data are NULL.
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void
XSe urityFreeXauth ( Xauth * auth )
XSe urityFreeXauth must be used to free Xauth stru tures allo ated by
XSe urityAllo Xauth or returned by XSe urityGenerateAuthorization. It is
the aller's responsibility to ll in the name and data elds of Xauth
stru tures allo ated with XSe urityAllo Xauth, so this fun tion will not
attempt to free them. In ontrast, all storage asso iated with Xauth
stru tures returned from XSe urityGenerateAuthorization will be freed by
this fun tion, in luding the name and data elds.
Bool
XSe urityRevokeAuthorization ( Display *
auth id )

dpy

,

XSe urityAuthorization

XSe urityRevokeAuthorization deletes the authorization spe i ed by auth id,
whi h must be a value returned in the auth id return parameter of
XSe urityGenerateAuthorization.
All lients that onne ted with that
authorization are be killed. Subsequently, lients that attempt to onne t
using that authorization will be refused.
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Xauth *
XSe urityGenerateAuthorization ( Display * dpy, Xauth *
unsigned long valuemask, XSe urityAuthorizationAttributes *
XSe urityAuthorization * auth id return )

auth in

,

,

attributes

XSe urityGenerateAuthorization reates a new authorization with the
spe i ed attributes.
The auth in argument must be allo ated by
XSe urityAllo Xauth. The name and name length elds of auth in should be
initialized to the authorization proto ol name and its length in hara ters
respe tively. If there is authorization data, the data and data length elds of
auth in should be initialized to the data and its length in hara ters
respe tivley.
The library does not assume that name and data are
null-terminated strings.
The auth in argument must be freed with
XSe urityFreeXauth.
The XSe urityAuthorizationAttributes stru ture has the following elds:
Type
unsigned int
unsigned int
XID
long

Field name
trust level
timeout
group
event mask

Mask
XSe urityTrustLevel
XSe urityTimeout
XSe urityGroup
XSe urityEventMask

These orrespond to the trust-level, timeout, group, and event-mask des ribed
in the Se urityGenerateAuthorization proto ol request. The aller an ll in
values for any subset of these attributes. The valuemask argument must be
the bitwise OR of the symbols listed in the Mask olumn for
all supplied attributes.
The event mask attribute an be None,
XSe urityAuthorizationRevokedMask, or XSe urityAllEventMasks. In this
revision of the proto ol spe i ation XSe urityAllEventMasks is equivalent to
XSe urityAuthorizationRevokedMask. If the aller does not need to spe ify
any attributes, the attributes argument an be NULL, and the valuemask
argument must be zero.
If the fun tion fails, NULL is returned and auth id return is lled in with
zero. Otherwise, a pointer to an Xauth stru ture is returned. The name and
name length elds of the returned Xauth stru ture will be opies of the name
that was passed in, and the data and data length elds will be set to the
authorization data returned by the server. The aller should not assume that
name and data are null-terminated strings. If no authorization data was
returned by the server, the data and data length elds will be set to NULL
and zero repe tively. The returned Xauth stru ture must be freed with
XSe urityFreeXauth; the aller should not use any other means free the
stru ture or any of its omponents. The auth id return argument will be lled
in with the non-zero authorization id of the reated authorization.
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The XSe urityAuthorizationRevokedEvent stru ture has the following elds:
Type
int
unsigned long
Bool
Display*
XSe urityAuthorization

Field name
type
serial
send event
display
auth id

Des ription
event base +
XSe urityAuthorizationRevoked
# of last request pro essed by server
true if this ame from SendEvent
Display the event was read from
revoked authorization id

